Flashing the WG156 from Factory

In order to flash the ZBT WG156 from the factory firmware to a ROOter
firmware you must install and use two programs that allow access to the
router’s file system.

This must be done as the router does not have a Reset button Recovery GUI
and the factory firmware does not allow flashing any firmware except the
factory version.

The two required programs are WinSCP and Putty, which give access to the

router’s file system and allow us to flash to a new firmware. Both are included
in the ROOter firmware archive. They are installed as shown below.

WinSCP

Execute the WinSCP-6.3.2-Setup.exe file by double clicking to install. Use the
Typical installation method.

™ Setup - WinSCP 6.3.2 =

*
Setup Type y
What type of setup do you want? G
——

(®Typical installation {recommended);

» installs to default destination
» installs all components
« enables most typical features

(O Custom installation

» allows full selection of destination, components and features

Help Back Cancel




The User Interface Style should be left as Commander as this is used here.

™ Setup - WinSCP 6.3.2 . ®

Initial User Settings
Please, select your preferred user interface options.

User interface style

» two panels (left for local directory, right for remote directory)

» keyboard shortouts like in Morton Commander (and other similar programs as
Total Commander, Midnight Commander...)

» drag & drop to/from both panels

(") Explorer « only remote directory
» keyboard shortcuts like in Windows File Explorer
» drag &drop

Now Install it.

2 Setup - WinSCP 6.3.2 e %

Ready to Install
Setup is now ready to begin installing WinSCP on your computer.

Click Install to continue with the installation, or dick Back if you want to review or change any settings.

Destination location: ~
C:'\Program Files (x86)\WinSCP

Setup type:
Typical installation

Selected components:
WinSCP application
Drag & drop shell extension {allows direct downloads, may require restart)
Pageant {S5H authentication agent)
PuTTYgen (key generator)
Translations

Additional tasks:
Enable automatic check for application updates (recommended)
Enable collecting anonymous usage statistics
Create a desktop icon
Add upload shortout to Explorer's 'Send to' context menu
Register to handle URL addresses




When WinSCP is first run it will show you a dialog box used to set up access
to the router.

By Legin - it
K Mew site Session
Eile protocol:
SEIP e
Host name: Part number:
| | 22|
User name: Password:
Save hd Advanced... 17
Tools hd Manage hd Login  |@ Close Help
Show Login dialog on startup and when the last session is dosed
Change the areas in this box as follows.
& Lagin - X
£ new site Session
i File protocol: J
SCP v
-,
Host name: Part number:
|192.168. 1.1 || 5 B
S
[Oser name: | Password:
|r00t | |.....| |
Save ]V Advanced... 17

Tools hd Manage b E] Login IV Close Help

Show Login dialog on startup and when the last session is dosed

* File Protocol — SCP

* Host Name - 192.168.1.1
* User Name - root

* Password — admin



The click on the Save button to save these settings. In the following dialog
check the Save Password box and then click on OK.

.
ot

Save session as site

Site name:
root@192,168.1.1

Folder:

<none = e

[ save password [not recommended)

[ ] Create desktop shortcut

QK Cancel Help

WinSCP will then attempt to connect to the router. You will receive a warning
at this point. Click Accept.

Warning 7 »

Continue connecting to an unknown server and add its
host key to a cache?

The host key is not cached for this server:
192.168.1.1 (port 22)

You have no guarantee that the server is the computer you think it is.

The ssh-ed25519 key fingerprint is:
ssh-ed253519 255 UGLALcMrbSpxKTIAIPn29IPaMVEaoTvkPoNGYAZ T caw

If you trust this host, select Accept to add the key to Win5CP's cache and
carry on connecting.

If you want to carry on connecting just once, without adding the key to the
cache, select Connect Once.

If you do not trust this host, select Cancel to abandon the connection,

Copy key fingerprints to dipboard

Accept 1"' Cancel Help

You will then be presented with a view of both your computer’s file system
and the file system of the router.



B, Documents - root@192.168.1.1 - WinSCP - O X
Local Mark Files Commands Tabs Options Remote Help

[ 2 [ Synchrenize P2 B Transfer Settings Default - i g -

B root@192.168.1.1 X HE MewTab ~

[ My documents = [T - [F] = ol i EEE root ~E -~ 0 (A 1 3 | [E Find Files

7 New - 7 New -

C:\Users\ralph\Documents\, [root!

Name < Size Type Changed Mame 2 Size Changed Rights Owner

E i Parent directory 2024-03-11 4:53:05 PM & - ] 1970-01-01 120009 AM  rwarrxr-x oot
0Bof0Bin0of 0 4 hidden 0Bof0Bin0of0

SCP A 0:00:12

The router’s file system will be in the /root folder at this point. Double click on
the double dots to move to the base folder of the router.

FEE, /—roct®192.168.1.1 - WinsCP - O X
Local Mark Files Commands Tabs Options Remote Help
5] . [ Synchronize 2| F Queue - - Tiansfer Settings Default A
M root®192.1681.1 X B NewTab -
= My documents  ~ [Z ~ [7] ~ =l J<roots <3 [T~ %=~ @ '3 | [} Find Files
New ~ [ Download + % 5 [ Properties - New -~ i[+] |- [¥]
Ci\Usershralphi\Documentsh i
Name Size Type Changed Name Size Changed Rights Ouwner
S - Parent directory 2024-05-11 4:53:05 PM . 1970-01-01 12:00:09 AM PWXT-XT-X root
bin 2024-08-07 11:01:09 PM PWKT-XT-X root
dev 2024-08-07 11:01:23 PM PWKE-XT-X root
etc 2024-08-07 11:03:30 PM PWXTWRT-X root
lib 2024-08-07 11:01:09 PM PWKF-XT-X root
mnt 2024-08-07 11:01:09 PM FWKT-XKT-X roct
overlay 2024-08-07 11:03:28 PM TWXT-XT-X root
proc 1970-01-01 12:00:02 AM P-XP-XF-X root
2024-08-07 11:01:09 PM AKX T-X root
2024-08-07 11:01:09 PM T3~ root
2024-08-07 11:01:09 PM TWXF-XT-X root
1970-01-01 12:00:02 AM F-XT-XF-X root
2024-08-12 12:36:07 AM rwcrwxrwt root
2024-08-07 11:01:08 PM TWXTWRT-X root
2024-08-07 11:01:09 PM rwxrwxrwx oot
2024-08-07 11:01:09 PM FWKT-XT-X root
TKB  2024-08-07 11:01:09 PM XWX T-X root
0Bof0Bin0of 0 4hidden 0B of276Bin0of 16
SCP 0 0:00:51

WinSCP is now ready to be used.You can exit the program while you install
Putty.



When exiting you will be asked if you wish to save the session as a
workspace. This is optional but will be shown here.

Confirm 7 W
) Terminate session 'root@192.168.1.1" and close application
without saving a workspace?

Press ‘Mo’ to enable automatic saving of the workspace.

[ ] Never ask me again Yes Mo Cancel Help

Pressing No will save the session before exiting.

Save workspace as 4 X

Save workspace as:
ROOter W

Save passwords
[ ] create desktop shortout

Enable automatic saving of this workspace

QK Cancel Help

Give the workspace a name and press OK. The program will then exit.

Putty

Putty is a terminal program that allows you to access the router’s command
line and run commands from it. To install double click on the putty-64bit-0.80-
installer.msi file and follow the instructions.

If you want to have a Desktop shortcut during the installation you need to
change a setting.



ﬁ PuTTY release 0.30 (B4-bit) Setup — >

Product Features
Select the way you want features to be installed,

Install PUTTY files

Add shortout to PUTTY on the Desktop 3
mmand prompts

Assodate PP files with PUTTYgen and Pageant

This feature requires 5722KE on your hard drive.,

Back Glnsmll Cancel

Click on the dropbox and chose the Install to hard disk option to make it
create a shortcut.



After completing the installation you can run Putty from the shortcut and set it
up to access the router’s command line.

#2 PuTTY Configuration ? x
Categony:
=]~ Session [ Basic options for your PuTTY session
- Ten I_.Dglging Specify the destination you want to connect to
: ?Em}é;:bnard [Hnst Mame (or IP address) A Port
Bl [192.168.1.1| | |22
- Features Connection type:
i Wi @55H | O Seial O Other: | Telnet v
- Appearance
- Behaviour Load, save or delete a stored session
- Translation Saved Sessions
[+ Selection |
- Colours
[=- Connection Default Settings Load
.. Data
- Proxy Save
- 55H
- Serial —
- Telnet
- Blogin
- SUPDUP Close window on exit:
(JAways () MNever (@) Only on clean exit
About Help Qpen Cancel

If you wish to save these settings, click on the Save button and give it a name.
You can then double click on the name in the Saved Sessions to connect to the
router.

Otherwise, click on the Open button. You will see a Security Alert asking if you
want to connect to this unknown router. Click Accept or Connect Once to do
SO.

PuTTY Security Alert *

- The host key is not cached for this server:
192.168.1.1 {port 22)
You have no guarantee that the server is the computer you think it is.
The server's ssh-ed25519 key fingerprint is:
ssh-=d25515 255 SHA256:UGLELcMrb SpXKTIAIPn25IPaMVBao 7v XPoNG V42 1caw

If you trust this host, press "Accept” to add the key to PuTTY’s cache and camy on
connecting.

If you want to camy on connecting just once, without adding the key to the cache, press
“Connect Once”.

If vou do not trust this host. oress "Cancel” to abandon the connection.

Help More info... Accept Connect Once




You will then be asked to login to the router.

192,168.1.1 - PuTTY - O X

Login as root with the password being admin.You will not see the password
on the screen.You will then see the command line screen.

2 192.168.1.1 - PuTTY - O b,

MM HM MMM M M
MM MM fululolululalslalclulsl M MM
fulalclulglulalid MM MMM wloluly lullulals MMM MR
= MR MMM M M e MR M MMM
MMMMM MMMM MM MMMMM MMMM MMMM MMMMEMMMMM
MMMM  MMMMM MMMMM MMMM MMMM MMMMMMMM
MMM MMMMMM MMMMM MMMM MMMM MMMMMMAMM

MMM MMM, HMMMMRE MMMM MMM ML
MMM MR olalulalalulalsd MM MMM M MMM
ooty julid MMM Julalulyl M MM MM Jalalalyl
M MMMMM MMMM MMM MMMM MMMMM MMMM MMMM
MMMMMMM : MMMMMMM u meaaaaaaaaaed  MMpMEMMM o MMMMMRM
MMMMMM MMMHN o MMMMMMMMM MMMM
MM iy MMM




With WinSCP and Putty installed we are now ready to flash the WG156 from
the factory firmware to ROOter.

Installing New Firmware

The flash of the WG156 requires several steps. The first is to copy some files
to the router. Second is to execute one of those files to do the actual flashing
and, third, is to flash the new firmware to the current ROOter firmware.

There are three files included in the ROOter archive that need to be copied to
the router. These are

e flash
* kernel.bin
e firmware.bin

Start WinSCP running and log into the router. Change the left side panel to
point to the folder that contains the above files. Change the right side panel to
the router’s /tmp folder.



By / - root®192.168.1.1 - WinSCP = O X
Local Mark Files Commands Tabs Options Remote Help
B 52 [ synchronize [l 6@ | [ F [ Queue ~  Transfer Settings Default -iE -
B r00t@192.168.1.1 X B NewTab ~
£ My documents  ~ [T~ [F] ~ eSS f<oat> T [T - [Fl- it~ 7 & | &L Find Files
7 New + [ Download ~ X o4 [£) Properties ~ | B New - i[+] (- [¥]
C\Users\ralph\Documents\ i
Name - Size Type Changed Name Size Changed Rights Owner
1. Parentdirectory  2024-05-11 4:53:05 PM t. 1970-01-01 120000 AM  rwxr-xr-x  root
bin 2024-08-07 11:01:09 PM  rwaxr-xrx  root
dev 2024-08-07 11:01:25PM  rwxrxr-x  root
etc 2024-08-07 11:03:30 PM WKWK T-X roet
lib 2024-08-07 11:01:09 PM PWKRT-XT-X roet
mint 2024-08-07 11:01:09 PM  rwxr-xr-x  root
overlay 2024-08-07 11:03:28 PM PWXF-XT-X root
proc 1970-01-01 12:00:02 AM T-XI-XI-X root
rom 2024-08-07 11:01:09 PM WX PWLE-X root
froot 2024-08-07 11:01:09 PM  rwaxr—x--- oot
shin 2024-08-07 11:01:09 PM PWKT-XT-X root
1970-01-01 12:00:02 AM T-KI-X1-X roet
tmp 2024-08-1212:36:07 AM  ruxrwxrwt oot
Tt 2024-08-07 11:01:09 PM  rwxrwxr-x  root
17 var 2024-08-07 11:01:09 PM WK TW P root
W 2024-08-07 11:01:09 PM PWRT-XT-X root
[ init 1KB 2024-08-07 11:01:09PM  rwxrwxr-x  root
0Bof0Bin0of 0 4hidden 0B of 276 B in0 of 16
scP |y 0:00:51

This is where the files will be copied.

D:\Images\firmware\Copy\WG156\tftp\changes),

MName

& firmware.bin
ﬁkemel.bin
[ flash

Size

4,610 KB
4,096 KB
1KB

Type

Parent directory
BIM File

BIM File

File

Changed

2024-08-11 5:3%:59 PM
2024-08-11 4:3%:15 PM
2024-08-11 436:42 PM
2024-08-05 456:15 PM

Mame
extroot
hosts
lib
lock

log
luci-modulecache
mwan3rtmon
nmbd

opkg-lists

overlay

run

shm

Drag Yop

state
sysinfo
usr
u .mcsd_boot_done
!j Aginfo
[ acfg-app
[ | dhep.leases
ﬁﬁrmware.bin
[ flash
ﬁ’kemel.bin
|| luci-indexcache

Umad.conf

=)

Next we must make the file named flash executable. Right click on the file and
select Properties from the drop menu. Then set the file to executable.



Common  Checksum

D flash

Location: fimp

Size: 103 B

Owner: |root

Group: |root

Permissions:  Owner [Jsetum
Group [JsetaIn
Others [ sticky bit
Cictal;

| 0K | ‘ Cancel | | Help

You can now close WinSCP.

Next, start Putty running. If you saved the session earlier then you can just
double click on the name in Saved Sessions. Otherwise {ill in the User Name
and Protocol and click Open.

Category:
&~ 5_ession | Basic options for your PuTTY session |
& TEM I..og?ing Specify the destination you want to connect to
E-JT%Z:board Host Name (or IP address) Port
Bl [192.168.1.1] |[22 |
- Features Connection type:
il Yo @550 OSeral OOther | Telnet |
- Appearance
-- Behaviour Load, save or delete a stored session
-+ Translation Saved Sessions
[+ Selection | |
- Colours
= Connection Default Settings Load |
- Dat lonos
P : VPS | Save |
eSS B -
¥ oot
. Serial Delete
- Telnet
- Rlogin
- SUPDUP Close window on exit:
(O Mways (O Mever (@ Only on clean exit
Moot || Hep | [ oen ]| cance




Login as you did earlier using root and admin so you reach the command line.

192,168.1.1 - PuTTY

MM
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Type /tmp/flash into the command line and press Return. The flash process
will start and you will see progress in the terminal.

192,168.1.1 - PuTTY
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When this is complete the router will reboot.

192,168.1.1 - PuTTY - O b

MMMM=  MMMMM MMMM MM MMMMM MMMM MMMM MMMMEMMMMM
MMMM= MMMM  MMMMM MMMMM MMMM MMMM MMM
MMMM= MMMM MMMMMM MMMMM MMMM MMMM MMM
MMMM= MMMM MMMMM, HMMMMMMMM MMMM MMMM MMM
MMMM= MMMM MMMMMM MMMMMMMM MMMM MMMM MMMM  MMMMMM
MMMM= MMMM MM MMMM MMMM MMMM MMMM MMMM MMMM
i i R i S i Y i i MMM MMM MMMMM MMMM MMMM
MMM MMMMMMM M urpeead e MRS
MMMMMM MMMME M MR MMMM MMMM
MMMMMMM

fdev/mtd8

m Stmp/firmware.bin to fdev/mtds ...

You can now close Putty.

Wait for the router to reboot, which is indicated by the lower right LED
flashing. When that has stopped the router is finished rebooting to the ROOter
firmware.

Point your browser to 192.168.1.1 and you will see the ROOter GUI. The
ROOter firmware being run is a cut down version which is only used to flash
to the latest firmware.

Use System->Backup/Flash Firmware to flash to the regular ROOter firmware.
The lower right LED will flash when the flash process is taking place and will
stop when it is done. This takes about 4 minutes and 50 seconds to complete.



