
Zerotier and ROOter

When you have a number of routers in the field where you do not have 
physical access to them you need a method of remote access that will allow 
you to troubleshoot problems and change settings.

One way to do is to use Zerotier.

One of the problems with routers that use Cellular Internet is the lack of 
Public IP Addresses. A Public IP means that the IP Address assigned to the 
router’s modem interface is the same as the IP Address it shows to the 
Internet. This means that if you know the router’s IP Address you can access it
by using that IP Address. The router is directly exposed to the Internet and, if
you know the password, you can access it’s GUI from any device connected 
to the Internet.

However, most ISP do not provide a Public IP Address for the modem. 
Instead they give it a Private IP Address on their network and then pass the 
traffic from the router on to the Internet. The IP Address that the router shows 
to the Internet is not the same as the one assigned to the modem by the ISP.

Because of this it is not possible to directly access the router from a device on
the Internet. The IP Address that the router uses on the Internet has no 
connection with the IP Address assigned by the ISP.

This makes doing remote management on the router difficult as you can not 
access it from your computer. Only if the router contacts you first can you 
access it at all.

Zerotier is one method of getting around this problem for routers that are 
assigned a private IP Address by the ISP.

The basic premise of Zerotier is that it is a bunch of private networks running 
on a server on the Internet. Routers can connect to one of these private 
networks and can then talk to any device that is also connected to that 
network. Only routers and computers that are connected to a specific 
network can talk to each other. Other networks are not accessable to them.



Because the routers connect to the network themselves the problem of not 
having a Public IP Address goes away. This is a method of allowing routers 
with a Private IP to talk to other routers that also have a Private IP.

Basic Network

A router is normally connected to a home network and supplies Internet and 
Wifi to that network. A typical home network would look something like this.

You have a ROOter with Internet supplying that to devices attached to it via 
Ethernet or Wifi. Note that the router has, in this case, an IP Address of 
192.168.1.1 and all the devices are on the ‘1’ subnet. Other home networks 
may have a different IP Address for the router and a different subnet for the 
devices on the network. But, regardless, all the devices on the network can 
talk to each other and to the router.

And that is the definition of a network, a system where a number of devices 
can talk to each other. It may be small with only a router and a single 
computer or it may be large with multiple routers and hundreds of 
computers. But in any case all the devices can talk to each other.

Zerotier Network

A Zerotier network is a special case of a home network. Instead of the 
devices connecting to each other using a router’s Ethernet or Wifi it uses the 
Internet to allow the devices to connect to each other.

Think of the Zerotier network as a large router that, instead of Ethernet 
connections, has a number of Internet connections that the devices use to 
connect to it.



Externally this looks just like a normal home network except that the devices 
connect to it using the Internet. The devices, ROOter routers in this case, can 
talk to each other just as if they were connected by Ethernet or Wifi.

And it gets around the whole Public/Priviate IP problem by having the 
routers connect to the network, which has a Public IP and can be accessed 
directly from the Internet. Special software is used on the router to have it 
connect to the network when Internet is available.

All of this is done behind the scenes so the router will automatically conect to 
the Zerotier network when an Internet connection becomes available.

The next thing is how do the routers talk to each other? In a home network if 
one device wants to talk to another it has to know the device’s local IP 
Address. From the image of a home network above we can see that the router
has a local IP Address of 192.168.1.1 and the devices have a local IP Address 
of 192.168.1.2, 192.168.1.3 or 192.168.1.4.

If the device with the IP Address of 192.168.1.2 wants to talk to the device 
with the IP Address of 192.168.1.4 it must know that IP Address so it knows 
where to direct it’s communications. This is the only way devices on a 
network can talk by knowing the address of the other device.

On the Zerotier network this also holds true. If one router wishes to talk to 
another it has to know the IP Address of that router. But here is where a 
problem arises.



The routers connected to the Zerotier all have their own local IP Address like 
192.168.1.1 but multiple routers could have the same local IP Address. How 
do you know which of the routers with a local IP of 192.168.1.1 that you want 
to talk to?

Zerotier avoids all of this by assigning each router that connects to the 
network it’s own IP Address. This IP Address has nothing to do with the 
router’s local IP Address but is only used on the Zerotier network.

When the router connects to the network it is given a Zerotier IP Address 
which it keeps. By using these IP Addresses the routers can talk to each other
even though their local IP Addresses may be the same. Router 3 knows that 
Router 1 has a Zerotier IP of 192.168.195.12 and can use that to communicate 
with it.

To summarize, the Zerotier network can be looked upon as a router that other
routers connect to using the Internet. Each of these routers is given a unique 
IP Address for use in communicating with each other using the Zerotier 
network.

Zerotier Router Management

To this point we have seen how, by use of special software, a router can use 
the Internet to join a network of other routers and communicate with them.



Since you do not want your group of routers to be on the same network as 
other people’s routers, Zerotier creates a private network for each account. 
Each private network is given a 16 character Network ID that the router uses 
to join that specific Zerotier network. Without knowing this Network ID no 
other router can attempt to join the private network. This ID is included in the
ROOter firmware so the routers will connect to this specific network by 
default.

In essance, each Zerotier account has it’s own private network that can be 
managed to suit the user.

Up to this point we have talked about routers joining this network and talking 
to each other. That is not particularly useful from a management standpoint. 
However, more than just routers can join a Zerotier network.

On a home network any device that can connect to the router using Ethernet 
or Wifi can join the network. This includes phones, tablets, computers and 
other routers. The same applies to a Zerotier network.

Any device that has Internet access and can run the special Zerotier software 
can join the network. If your computer has the Zerotier software and knows 
the Network ID it can join the Zerotier network.

By using your computer’s web browser and the Zerotier IP Address of a 
router, you can access the router’s GUI. This makes the router appear as if it 
is on your home network and not some distance away.



Your computer can access the ROOter 2 router’s GUI by using the web 
browser to go to 192.168.195.70.

The same applies to SSH access to the router. By using the Zerotier IP 
Address of the router in WinSCP or Putty you can access the router’s file 
system or command line.

Account Management

When you open a Zerotier account and it creates your private network, you 
also can do management of the account and the network. This applies to free 
and paid accounts.

While you can do many things with the Zerotier Management System, for use 
with routers and remote management there are only a couple of areas that 
concern us.

The first of these is how we allow routers (and computers) to join our 
network.

The network can be Private or Public, depending on which type you want. By 
default it is Private.

A Public network means that any router that has the Network ID of the 
network can automatically join just by connecting. This works well if you are 
sure that all routers that know the ID are valid and you want them as part of 
the network. No intervention on your part is required.



A Private network means that you have to authorize every router that can join 
the network. A router will try to connect to the network and then wait until 
you authorize it to join. This allows you to ban routers from joining the 
network if you don’t want them to join. There is more management involved 
in this type of network but you also have more control over the members.

Second is the range of IP Addresses you want to have assigned to the routers 
that connect to the network. This is easist done by using the Auto-Assign 
feature.

This allows you to pick the IP Addresses from a range of addresses just by 
selecting the range. The number of available IP Addresses in a range 
determines how many routers you can have join the network.

For example, if you chose the 192.168.193.* range you could have 255 routers
join the network (192.168.193.1 to 192.168.193.255). If you chose the 
172.27.*.* range you could have 255x255 routers join the network.

When you use the Auto-Assign feature Zerotier will automatically assign an IP 
Address to the router once it joins the network. No input from you is 
required.

The actual IP Address range is of no importance to using the Zertier network 
since it is private to this particular network. As long as you know the IP 



Address of a router on the network you can access it. Your IP Address range 
has no effect on any other Zerotier network.

The last section of interest is the Members section. It is here where we see 
the routers that have or are attempting to join the network, their router ID and
the IP Address assigned to them.

This section looks slightly different depending on if you have a Public 
network or a Private one. If you have a Public network it will appear as 
follows.

In a Public network any router can join automatically and will be assigned an 
IP Address. The Address column shows the router’s ID and it’s MAC Address. 
This can be used to identify the router when it joins the network as every 
router has a unique router ID assigned to it and has a unique MAC address.

The Managed IPs column shows the IP Address assigned to the router on this 
network. This is what you use to access the router from your computer 
browser.

In a Private network the Address and Managed IPs columns are the same as 
the Public network but you also have an Auth? column.



This column is used to authorize a router and allow it to join the network. A 
router with this box unchecked can not join the network and will not be 
assigned an IP Address.

This gives you control over which routers can join the network. Also, at the 
end of each Member entry row, are buttons that allow you to manage each 
router.

The Trash Can allows you to delete the router and block it from trying to join 
again. The Eye will deauthorize the router and hide it from showing in the 



Members list. It can be shown again by using the Hidden element of the 
Display Filter.

And this is all the management of Zerotier that is needed in order to have 
remote management of routers.

Summary

Zerotier is a method of creating a network that all the routers will join by 
using the Internet. This is a private network accessable only to the routers 
that you chose.

By also having your computer join this network you can access each router 
using it’s GUI or by SSH. This allows remote management of routers that are 
physically far apart.


